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Configuring WPA2: Windows 7 Computers

Introduction

Thiswill guide you through the steps of
enabling WPA2 encryption and connecting to
the wireless internet on your Windows 7
computer.

Steps

1. Click onthewireessicon in the lower
right hand corner

Note: Your icon may look different

2. Click on Open Network and Sharing
Center

Mot connected

Iﬂ I Connections are available

Wireless Metwork Connection
PilotsWPA

Pilats

UP Guest

Other Metwork

Open Network and Sharing Center

3. Click on Manage Wireless Network
4. Click onthe Add button

| Add | Adapter properties  Profile types  Metwork and Sharing Center

5. Click on Manually create a network
profile

i T [a]

@ it Manually connect to a wireless network.

How do you want to add a network?

Sk Manually create a network profile

"= This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need to know the network name (551D} and
security key (if spplicable),

& Createan ad hoc network
This creates a temporary netwerk for sharing files or an Intemet connection

Cancel

6. Typeinthefollowingto fill out the
window:

Network Name: PilotsWPA
Security Type: WPA2-Enterpise
Encryption Type: AES
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Metwork name: Pilots\WPA

Security type: [wea2-Enterprise v

Encryption type: IAES v]

Security Key: | [ Hide characters

[¥] Start this connection automatically

[T} Connect even if the network is not broadcasting

Warning: If you select this option, your computer's privacy might be at risk.

7. Click on Next

8. Click on Change connection settings

9. Click on the Security tab

10. Confirm your window looks like the
following:

r

PilotsWPA Wireless Network Properties

Connection | Security |

Security type: |wPAZEnterprise -

Encryption type: IaEs v]

Choose a network authentication method:
| Microsoft: Protected EAP (PEAP)

'-'” Settings

[¥]Remember my credentials for this connection each
time I'm logged on

11. Click on Settingshbutton

h )

12. Uncheck the box Validate server
certificate

A EAP Bronar ties

Protected EAP Pra

\When connecting:
|| walidate server certificate

1 r Connect o these servers:

Trl.lmd Reot Cﬂhﬁcal:ﬂ'l -ﬂa.lﬂ'ta"r'hﬂs
:‘.‘.’lm 3 Publc Primary Certification ﬁuﬂ-mh'
Microsoft Rook Authonty
Mirasoft Root Certificate Authority
Thawite Premium Server CA
| Thawite Timestamping Cé&

“| Do not prompt wser to Authonze new servers or usted
certification suthonties.

Select Authenticabon Method:

[/} Enable Fast Reconnect
| Enforce Nebwork Access Protection
[7] Desconnect f server does not present oryptobindng TLY
Enable Idantity Privacy

*] [[configre... |

13. Click on the Configur e button

14. If thisis your personal computer then
uncheck the box Automatically use my
Windows logon name and password

Note: If you are using a UP computer which is connected
the domain please |eave that box checked

15. Click OK to close al windows
16. The following popup window will
appear on your screen:

I« Additional information is needed to connect PilotsWPA. % *

Click to provide additional information.

-
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17. Click on the pop window asking for
Additiona Information for the
PilotsWPA network

18. A Network Authentication box will open

Network Authentication
Please enter user credentials

|- H | |helpde5k |
| J |........ |

L QK ]| Cancel |

Windows Security = -

19. Enter your standard UP username and
password and click OK

20. It will take afew seconds to connect to
the wireless.

End Help Sheet
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